CONROY v. DENNIS

09/21/06 (DAY 2)

MIKE WILLIAMS EXAMINATION OF NOEL RUNYAN

12

        17             Q     Okay.  Is there a single access

        18   feature, technology feature, that can address the

        19   needs of persons with all of the different

        20   disabilities that are provided in the statute and

        21   the rule?

        22             A     No.

        23             Q     So, for example, if a system has

        24   a feature that provides access for a blind voter,

        25   will that feature necessarily provide access for                                                                   13

         1   a person with low vision?

         2             A     Not necessarily.
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         4             Q     Okay.  And do you believe that

         5   the Secretary appointed a qualified expert who

         6   could evaluate the disability access features of

         7   the subject DREs for compliance with the statutes

         8   and the rules?

         9             A     I believe the Secretary of State

        10   appointed a person to do that, but I do not

        11   consider that person qualified.

        12             Q     And why is that?

        13             A     That person is not qualified --

        14   we're talking about John Gardner in particular

        15   here -- is not qualified due to his lack of

        16   education in the field, due to lack of

        17   experience, and that -- and credentials in

        18   general.

        19             Q     And did you find any evidence in

        20   the record in this case that Mr. Gardner asked

        21   for the assistance or received the assistance of

        22   other individuals who had the required

        23   qualifications, in your expert opinion?

        24             A     No.  I was surprised by that,

        25   because nowhere in the deposition did it talk                                                                   15

         1   about him using any experts that were qualified

         2   as experts in access technologies, and he did not

         3   also, in his deposition, discuss any testing

         4   procedures using disabled folks in his testing.

         5             Additionally, the other people on his

         6   certification team that he was working with, he

         7   himself classified them as incompetent to do the

         8   jobs that they were required to do to certify

         9   these machines.

        10             Q     Now, on the second opinion you

        11   expressed, if I can summarize it accurately, it

        12   was your view that the certification -- actual

        13   certifications did not comply with mandatory

        14   requirements of the Colorado statutes?

        15             A     Definitely.

        16             Q     Okay.  And do you have an

        17   understanding as to why the ES&S Automark

        18   ballot-marking device was denied certification

        19   under Colorado law?

        20             A     The reasons given is one, and

        21   that is that, as the statute says, that a person

        22   should be able to complete the whole process,

        23   from when they are introduced to the machine to

        24   casting their final ballot, independently.

        25             Q     And what, precisely, about the                                                                   16

         1   ES&S Automark device was alleged to have failed

         2   the mandatory requirement?

         3             A     In that when the Automark -- or

         4   when you've finished filling out a ballot, the

         5   Automark will print out on a paper ballot and can

         6   eject it into a privacy sleeve and then holds it

         7   there for you to take -- take out of the feed

         8   slot and then walk over or go over to a ballot

         9   box and place it in a ballot box.

        10             And the claim is that -- by some folks

        11   in the disabilities community -- is that they

        12   aren't allowed to do that privately or, more

        13   importantly, independently.

        14             And it is a -- I feel it's a weak area,

        15   because they have already had the privacy and

        16   independence through the filling out of the

        17   ballot, reading ballot materials, marking their

        18   ballot, and getting the ballot ejected into this

        19   private sleeve.  And so at that point, I consider

        20   the ballot cast.

        21             Q     And in comparing the denial of

        22   certification for the Automark on that one

        23   statutory grounds, how does that compare to what

        24   the Secretary's voting system's examiner did with

        25   respect to the four subject DREs?                                                                   17

         1             A     Well, it's very inconsistent.

         2   With the other four DREs they found significant

         3   problems, multiple problems, not just a single

         4   questionable issue.  They found and in their own

         5   deposition mentioned the finding of several

         6   problems that failed to meet the requirements of

         7   the statute.

         8             Q     And for example, Mr. Runyan, one

         9   of those statutory standards that's required is

        10   in 704, subsection D, "Devices providing audio

        11   and visual access shall be able to work both

        12   separately and simultaneously," correct?

        13             A     Correct.

        14             Q     And was there another voting

        15   system, in your opinion, that didn't meet that

        16   requirement yet somehow was certified by the

        17   Secretary of State?

        18             A     The -- both the iVotronic and the

        19   Sequoia have that problem, in that they do not

        20   support simultaneous audio and visual display.
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         6             On the iVotronic, he did mention that

         7   there was the issue of it not meeting that

         8   requirement, audio and visual simultaneity.

         9   Excuse me.  And yet, he didn't even mention that

        10   on the Sequoia.  It appears he didn't even look

        11   at that issue on the Sequoia.
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         2             A     Yes.  There -- for one, the

         3   Diebold does not support yet any input for people

         4   that are severely motor-impaired.  And the

         5   standard is what's called a two-switch or

         6   double-switch input.  Some people refer to it as

         7   a sip-and-puff switch input, which is just one of

         8   the kind of switches.  So they don't support

         9   that.  So people that don't have use of their

        10   hands or other motor impairments that they might

        11   have that keep them from doing that can -- may

        12   still be able to operate switches.  They can't do

        13   that with the Diebold.  And --

. . .

        18             A     It also applies to the iVotronic.
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         1             A     Okay.  Additionally, all of the

         2   four of those machines do have the problem of

         3   they use -- for security purposes and auditing,

         4   they use something called a Verified-Voter Paper

         5   Audit Trail, and that's a separate printer that

         6   prints out a copy of their voting record.

         7             And in none of those machines, none of

         8   those four machines, is the paper trail, as it's

         9   called, accessible for most people with

        10   disabilities, or especially visual disabilities.

        11             Q     And one of the statutes that you

        12   reviewed before coming here today was 1-5-615; is

        13   that right?

        14             A     Correct.

        15             Q     And one of the requirements for

        16   electric -- electronic voting system is that

        17   "Permits each elector privately and independently

        18   to change the ballot or correct any error before

        19   the ballot is cast," correct?

        20             A     Correct.

        21             Q     And also, another subsection is

        22   "Permit each elector to verify his or her votes

        23   privately and independently."

        24             A     Correct.

        25             Q     And you don't believe these four                                                                   21

         1   systems meet either of those two requirements?

         2             A     Correct.

 . . .

        6   [In] addition, the Diebold uses a tactile input device

         7   which resembles a telephone keypad.  And if you

         8   look at the code, you'll see that there is a

         9   requirement that any such keys be operable with a

        10   closed fist.

. . .

        17             But in this case, trying to use this

        18   keypad with a closed fist, the buttons are too

        19   close together for them to be able to do that.

        20             Q     Mr. Runyan, I want to ask you,

        21   with respect to the failure of the iVotronic and

        22   the Sequoia Edge to satisfy 704 subsection D do

        23   you recall reading Mr. Gardner's testimony to the

        24   effect that he had made a judgment call that that

        25   was a minor deficiency in his mind?
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         1             A     The simultaneous audio and

         2   visual.

         3             Q     Correct.

         4             A     Yes.  In his deposition, he --

         5   when asked about this, why he certified it even

         6   though it failed that specific requirement, he

         7   said that it was just a judgment call on his

         8   part.

. . .

        15             Q     In your opinion, why is that not

        16   a minor deficiency?

        17             A     Well, it's because a lot of

        18   people, like typically, say, elderly people,

        19   whose eyesight has gotten so bad that they have

        20   difficulty reading visual displays or printed

        21   material, and yet, they've maybe had useful

        22   eyesight early in their life, they're used to

        23   using that, they cannot be suddenly immersed in a

        24   talking-computer type of audio interface and

        25   expected to complete the ballot that way.
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         1             And so they need to be able to use

         2   their eyesight some, get sort of the ideas of

         3   where they are on the page, what column they're

         4   on, how far down they are, those kind of format

         5   information.  And then to be able to use the

         6   audio to hear the things specifically to make

         7   sure exactly what they're on.

         8             So this kind of multi-sensory output or

         9   display is really critical for a lot of those

        10   people.  And we have examples, like one of the

        11   plaintiffs in the California case, Bernice

        12   Kandarian, who just could not manage to vote, had

        13   to turn her voting over to her friend, who was

        14   totally blind and was used to using audio-only

        15   interfaces, to vote for her.
        16             Q     Mr. Runyan, the various problems

        17   that you described, including this subsection D

        18   deficiency, in your expert opinion, do you

        19   believe these problems that you have just

        20   described are likely to cause some disabled

        21   voters in Colorado to be unable to cast their

        22   votes privately and independently?

        23             A     Yes, definitely, some or many.  I

        24   will qualify that before it's misunderstood.  I'm

        25   not saying that all, but, I mean, obviously, some
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         1   people -- and maybe especially people that are

         2   totally blind and have been using computers and

         3   familiar with the speech only, they could use an

         4   iVotronic or a Sequoia and maybe get through the

         5   vote okay.  But there will be plenty of people,

         6   typically, say, elderly, grandparent or somebody,

         7   that will not be able to do it because it's too

         8   confusing.
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        12             Q     And finally, Mr. Runyan, in your

        13   expert opinion, are there readily available

        14   technologies, disability access technologies,

        15   available on the market today that the subject

        16   DRE vendors could have used to correct these

        17   deficiencies?

        18             A     Yes.  These are technologies that

        19   are not major hardships in design.  They have

        20   been around for, like, 16 years or more.  People

        21   have been using them on computers, as I

        22   mentioned.  My wife and I have done over 500

        23   computers with these kinds of technology on them.

        24   So it's not new technology.  It's not something

        25   that they couldn't have just easily looked at
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         1   what was out there or picked up other

         2   technologies.

         3             The simultaneous audiovisual has been

         4   around for 16 years.  The switch inputs for a

         5   computer's a very trivial thing to add on and put

         6   in the design, very small amount of hardware and

         7   software.  Those are not really pushing the

         8   technology.  They're not calling for quantum

         9   leaps in development or very expensive additions

        10   on them.
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        2             Q     Okay.  And so -- and so there

         3   would be at least some within the disabled

         4   community who would agree, then, with Mr.

         5   Gardner's conclusion that, in fact, those -- that

         6   particular system [Automark] is not accessible?

         7             A     I'm not sure I accept that

         8   statement.  I think there are people who are

         9   questioning whether that is a severe limitation

        10   or not.

        11             Q     Okay.

        12             A     'Cause many of these same people

        13   will tell you that the Automark is otherwise the

        14   most accessible machine out there, has the best

        15   interfaces, has the best inputs and has

        16   simultaneous audiovisual, has video that you can

        17   turn off and on with a button, many of the

        18   advanced features, because it's a newer

        19   generation, complete new generation design, a

        20   voting system that was designed with the access

        21   technology requirements in from the very

        22   beginning and not added on later as a Band-Aid,

        23   which is what we have on the older designs such

        24   as the Diebold, Sequoia, iVotronic.
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         3             Q     Okay.  Well, let me read you from

         4   what has -- what was entitled Memorandum Opinion

         5   for the Principal Deputy Assistant Attorney

         6   General, Civil Rights Division, October 10th,

         7   2003, discussing the VPAT issue.

         8             And it says, "What Section 1548(a)" --

         9   "15481(a)(3)(A) requires is that each voting

        10   system be accessible to disabled persons in a

        11   manner that provides some opportunity" -- "the

        12   same opportunity for access and participation

        13   that other voters have.  We will assume, for the

        14   sake of argument, that the paper produced by DRE

        15   machines is included as part of the voting system

        16   defined in Section 15481(b), although we note

        17   that this is not entirely clear.  But even if one

        18   indulges in this assumption, the statutory issue

        19   would be" -- "would not be whether the paper

        20   record is accessible to the sight-impaired but

        21   whether the entire DRE voting system is

        22   accessible in a manner that provides the disabled

        23   voters the same opportunity for access and

        24   participation."

        25             Then it goes on to say, "We must
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         1   therefore evaluate a disabled person's

         2   opportunity to participate in the voting system

         3   holistically, rather than scrutinizing his

         4   opportunity to access the system's discrete

         5   components or parts."  Is that -- is that your

         6   understanding also?

         7             A     I think that's flawed.

         8             Q     Okay.  But --

         9             A     I think it's flawed because --

        10             Q     Well, I wasn't -- sir, I wasn't

        11   asking for your opinion.

        12             A     Okay.

        13             Q     I'm just asking whether or not

        14   you disagree with that statement from the Civil

        15   Rights Division.

        16             A     I disagree, because they do have

        17   a review process in audio.  They also have a

        18   review process visually.  And that -- people are

        19   trying to say they already have a right to review

        20   the ballot.  But the difference is that both the

        21   audio review and the visual review on the screen

        22   are only reviewing the electronic record.  The

        23   audio review is not reviewing the paper ballot.

        24   And that's a very significant difference, okay?

        25   It is not the same experience.
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         1             Q     Okay.

         2             A     And it has an exposure in that a

         3   machine, whether for maliciously coded reasons or

         4   just by innocent programming mistakes,

         5   misrepresents the paper ballot, which in this

         6   state could be the record.  If it misrepresents

         7   that, it might misrepresent it even more

         8   maliciously if it knows that somebody who is

         9   disabled is using a voting machine and would not

        10   be able to read a paper ballot.
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        21             Q     Can you briefly summarize for the

        22   Court why you believe the Secretary's rules

        23   establishing minimum security standards are

        24   deficient?

        25             A     So the Secretary's rules                                                                   56

         1   establish effectively two main requirements, one

         2   concerning the submission of documents and the

         3   other concerning functional testing.  I believe

         4   that a minimal security standard needs to go

         5   beyond that.

         6             Q     And as to the functional testing,

         7   why, in your view, in your expert opinion, is

         8   that not sufficient to demonstrate compliance

         9   with the security standards?

        10             A     So functional testing refers to

        11   and makes sense in the context of, you know, it

        12   should operate within this temperature range; you

        13   should be able to drop it 3 feet and have it not

        14   break.  Those are tests that are simple and

        15   objective and easy to do.

        16             But when you have requirements with

        17   regards to security, the testing needs to be more

        18   involved than simply dropping it 3 feet and

        19   seeing if it breaks.

        20             Q     And you didn't find anything in

        21   the Secretary's rules that established minimum

        22   security standards of that kind?

        23             A     That's correct.

57      21   . . . But if you could, please

        22   turn to Exhibit 1, Section 608.5.

        23             A     Just a second.

        24             Q     It's Section 1-5-608.5.

        25             A     60 -- 1-5-608.  Okay.  I'm there.                                                                   58

         1             Q     Now, is this a section of the

         2   Election Code that you reviewed in preparation

         3   for your testimony today?

         4             A     Yes, it is.

         5             Q     And what is your understanding of

         6   what this section requires?

         7             A     So the section has two major

         8   elements.  The first element describes that --

         9   basically what an independent testing authority

        10   is and the obligations -- you know, like it more

        11   or less says that they do what the federal

        12   government says that they should do.

        13             Q     As to the second requirement?

        14             A     The second requirement says that

        15   no voting system shall be used unless it's been

        16   tested.
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         3             Q     (BY MR. WILLIAMS)  As to the

         4   requirement that there be a federal

         5   certification, do you have an understanding of

         6   where that fits in in the Colorado certification

         7   process, based on the codes and the rules?

         8             A     My broad understanding is that

         9   Colorado requires that a machine have a federal

        10   certification.  And then Colorado has a number of

        11   additional requirements which the Secretary of

        12   State is supposed to validate prior to certifying

        13   a machine for use within the state.

        14             Q     Okay.  An if you would skip

        15   forward to Section 1-5-615.
. . .

        21             A     So this section is titled

        22   Electronic and Electromechanical Voting System

        23   Requirements, and it gives a long list of

        24   attributes that a voting system should or in some

        25   cases should not have.                                                                   60

         1             Q     And in Section 616, that reads,

         2   "The Secretary of State shall adopt rules in

         3   accordance with Article 4 of Title 24 CRS that

         4   establish minimum standards for electronic and

         5   electromechanical systems regarding," and then it

         6   lists approximately nine areas.  Did I read that

         7   correctly?

         8             A     That's correct.

         9             Q     And subsection 1 G is Security

        10   Requirements.

        11             A     That's correct.

        12             Q     And in your expert opinion, the

        13   rules that the Secretary promulgated to set those

        14   minimum security standards essentially don't set

        15   any standards at all; is that right?

        16             A     That's true.
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         2             Q     Now, did you review the ITA

         3   reports that were provided to the Colorado

         4   Secretary of State and, in turn, provided to

         5   plaintiffs during your document review?

         6             A     Yes, I did.

         7             Q     And you reviewed the ITA reports

         8   for both ES&S and Hart?

         9             A     That's correct.

        10             Q     What did you find, in terms of

        11   ITA reports for the Hart system?

        12             A     Well, I found two reports that

        13   were both labeled "preliminary."

        14             Q     Did you find any final ITA

        15   reports for the Hart polling place 6.0 system?

        16             A     No, I did not.
65

         6             Q     (BY MR. WILLIAMS)  Mr. Wallach,

         7   did you make a request for the final reports?

         8             A     Yes, I did.

         9             Q     Were you provided with final

        10   reports?

        11             A     No, I was not.

        12             Q     Were you told that you were given

        13   access to all of the reports that the Secretary

        14   had received from the vendor?

        15             A     That was my understanding.

        16             Q     When you actually reviewed the

        17   Hart ITA reports, what did you find, in general

        18   terms, regarding the security testing that was

        19   performed by the Hart ITAs?

        20             A     I was unimpressed by the level of

        21   security testing.

        22             Q     Can you explain in some detail to

        23   the Court what you mean by that.

        24             A     So there were two reports.  One

        25   was labeled a hardware report.  The other one was
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         1   labeled a software report.  The hardware report

         2   explicitly said, We're not really considering

         3   software issues.  Go look at the software report.

         4             The software report had three pages of

         5   discussion that were very generic, and that was

         6   it.

         7             Q     (BY MR. WILLIAMS)  At this time

         8   I'm going to ask that the court reporter hand you

         9   what's been pre-marked for identification as

        10   Plaintiffs Exhibit 124?

        11                   THE WITNESS:  Thank you.

        12             Q     (BY MR. WILLIAMS)  I'm going to

        13   ask you if you recognize that document.

        14             A     Yes, I do.

        15             Q     What is it?

        16             A     So this is a document produced by

        17   Wyle.  It's labeled Hardware Qualification

        18   Testing of the Polling Place System 6.0, which

        19   referred to Hart InterCivic's voting system.

        20             Q     Now, the federally certified

        21   ITAs, the testing that they are conducting, what

        22   does that track, in terms of state or federal

        23   requirements?

        24             A     So this document refers to the

        25   2002 voluntary standards that were at the time
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         1   published by the Federal Election Commission.
. . .

        15             Q     Please turn to Section 6, which

        16   describes the software security testing that the

        17   Wyle laboratories conducted.

        18             A     Okay.

        19             Q     And please tell the Court what

        20   you find there.

        21             A     So what the Court can see is a

        22   large grid where the main text bodies are

        23   quotations from the federal standards, and then

        24   there are check boxes for either accepted,

        25   rejected, not applicable, or not tested.                                                                   68

         1             Q     And what are the categories of

         2   software security tests that are prescribed by

         3   the federal standards?

         4             A     So there are a variety of tests

         5   listed.  You know, for example, there is one

         6   Section 6.4.2 labeled protection against

         7   malicious software, indicating there should be

         8   procedures to follow to ensure protection against

         9   file and macro viruses, worms, Trojan horses, and

        10   logic bombs as maintained in a current status."

        11             Q     And did the Wyle Laboratories

        12   report whether they conducted that test?

        13             A     There is a check in the column

        14   labeled Not Tested.

        15             Q     Is there any explanation as to

        16   why that was not tested?

        17             A     No.

        18             Q     Does that concern you?

        19             A     Yes.

        20             Q     Why?

        21             A     So there was a report released, I

        22   believe, two weeks ago by a research group at

        23   Princeton where they discovered that they could

        24   do precisely this sort of attack against a

        25   Diebold AccuVote TS voting system.                                                                   69

         1             Q     And are you generally aware that

         2   there have been demonstrated attacks on the

         3   software integrity of other Diebold systems,

         4   specifically, the TSx?

         5             A     So most of the analysis of

         6   Diebold has been performed on the older TS

         7   system.  There was a report commissioned by the

         8   State of California that did specifically

         9   consider the newer TSx.

        10             Q     And did that report from the

        11   State of California identify a vulnerability in

        12   the Diebold software?

        13             A     It identified, actually, a fairly

        14   long list of problems.

        15             Q     One of which was vulnerability in

        16   software?

        17             A     Right.  Right.

        18             Q     Please proceed to the next

        19   section regarding security testing and describe

        20   for the Court what that is.

        21             A     So starting at Section 6.5?

        22             Q     Yes.

        23             A     Okay.  So this is a section

        24   labeled telecommunications and data transmission.
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         1   categories or areas in which the federal

         2   guidelines request testing.

         3             A     So there are a variety of issues

         4   here dealing with, for example, monitoring and

         5   responding to external threats, dealing with a

         6   shared -- identify -- actually, excuse me.  I'm

         7   skipping to the next section -- that, you know,

         8   there should be standard transmission error and

         9   correction methods; that there should be

        10   verification of correct transmission, et cetera,

        11   and elsewhere in this document there's discussion

        12   about appropriate integrity and, you know,

        13   preventing people from being able to attack you

        14   through the telecommunications.

        15             Q     And what does the report indicate

        16   that the Wyle Laboratories did to test for these

        17   security measures?

        18             A     All of the relevant check boxes

        19   are under Not Applicable.

        20             Q     Is there any explanation as to

        21   why these federal standards don't apply to the

        22   Hart system?

        23             A     In fact, they do and should

        24   apply.
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         1   laboratories apparently decided that these

         2   standards did not apply to the Hart system?

         3             A     It's definitely a concern of

         4   mine.

         5             Q     Why is that?

         6             A     Because, I mean, specifically,

         7   we're referring to the Hart system.  They have --

         8   one of the interesting features of the Hart

         9   system is that if you're in a large precinct, you

        10   don't need to courier all of the polling place

        11   results to a central tabulation facility.  They

        12   have a concept of a satellite facility, to which

        13   you can courier the results.  And then the

        14   satellite facility is electronically connected in

        15   some manner with the central tabulation facility,

        16   and that implies telecommunications, and that

        17   implies possible vulnerabilities in the

        18   telecommunications system that should be

        19   evaluated.

        20             Q     And they were not?

        21                   THE COURT:  What do you mean,

        22   "implies "? Does it use telecommunications

        23   technologies or not?

        24                   THE WITNESS:  My understanding is
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         1                   THE COURT:  But you don't know,

         2   or . . . .

         3                   THE WITNESS:  I've never had an

         4   opportunity to directly inspect the Hart system,

         5   but my understanding, as it's used in Harris

         6   County, Houston, Texas, is that they do use it in

         7   this fashion.

         8                   THE COURT:  So it's at least

         9   capable of, if you had occasion to,

        10   telecommunications capabilities?

        11                   THE WITNESS:  Yes.

        12             Q     (BY MR. WILLIAMS)  In fact, isn't

        13   it true that all four of the subject DREs have

        14   telecommunications capabilities?

        15             A     I'm not as familiar with Sequoia,

        16   but I can certainly say that Diebold, will ES&S

        17   and Hart InterCivic all support

        18   telecommunications.

        19             Q     Now, did you see any evidence in

        20   the documents or in the deposition testimony of

        21   John Gardner that indicated that anyone read

        22   these ITA reports with a critical eye for these

        23   issues?

        24             A     The deposition transcripts of

        25   John Gardner indicated that he did not read and
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         1   that nobody else read these documents with an eye

         2   towards security issues.
. . .

         5             Q     Did you also review ITA reports

         6   for the ES&S iVotronic system?

         7             A     Yes, I did.

         8             Q     And did you find a similar

         9   problem with the testing that was done -- or as

        10   reported in their ITA reports?

        11             A     Yes, I did.

        12                   MR. WILLIAMS:  Okay.  If the

        13   court reporter could hand Dr. Wallach Exhibit

        14   127.

        15                   THE WITNESS:  Thank you.

        16             Q     (BY MR. WILLIAMS)  Was this -- do

        17   you recognize this document?

        18             A     Yes, I do.

        19             Q     And can you tell the Court what

        20   it is?

        21             A     So this is another report from

        22   Wyle Laboratories.  It's titled Hardware

        23   Qualification Testing of the Election Systems and

        24   Software iVotronic touch screen text the based

        25   DRE precinct counter.
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         1             Q     And was this one of the documents

         2   that you reviewed in the so-called secret room?

         3             A     Yes, it was.

         4             Q     If you could, would you turn to

         5   Wyle's test matrices for the federal voluntary

         6   voting system guidelines.  And specifically

         7   Section 6, which, again, tracks the software

         8   security requirements.

         9             A     Okay.  I'm there.

        10             Q     And could you tell the Court what

        11   the report indicates was done in that regard.

        12             A     So as before, many of -- there

        13   are many things labeled "accepted," and there are

        14   some things labeled Not Applicable oh Not Tested.

        15             Q     And does the Wyle Labs' ITA

        16   report explain what was done to test for the

        17   items that were designated Accepted?

        18             A     No, it does not.

        19             Q     And do you think it's

        20   important -- is that an important factor, that

        21   they haven't shown the work that they've done to

        22   sign off on that requirement?

        23             A     Yes, that is important.

        24             Q     Why is that?

        25             A     So this is the scientific method.

                                                                   75

         1   When you produce a report, you should produce

         2   enough details that would allow somebody to

         3   independently reproduce your results.

         4             Q     As a computer security expert, if

         5   you had been assigned the task of reviewing these

         6   documents, would that have concerned you, to find

         7   that there were no notes or explanations of test

         8   protocols?

         9             A     That would definitely concern me.

        10             Q     Now, with respect to the

        11   requirement that the software defend against

        12   malicious software attacks, can you tell the

        13   court what was done?

        14             A     So this is Section 6 42,

        15   protection against malicious software, and

        16   there's a check in the box labeled can

        17   applicable.

        18             Q     And is there any note explaining

        19   why it doesn't apply?

        20             A     No, there's not.

        21             Q     And could you look at the section

        22   that deals with tell communications and data

        23   transmission, please.

        24             A     Okay.
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         1   with regard to ensuring the security of those

         2   areas?

         3             A     They are both -- there are two

         4   check boxes and they're both in the Not Tested

         5   column.

         6             Q     And I assume that, once again,

         7   there's no explanation as to why those weren't

         8   tested?

         9             A     That's correct.

        10             Q     This ITA report that you're

        11   looking at is for the certified subject DRE

        12   iVotronic 9.0, correct?

        13             A     That's correct.

        14             Q     Did you find any subsequent

        15   report to the one that you're handling that

        16   addressed these issues that weren't tested or

        17   were deemed not applicable?

        18             A     There were no subsequent reports

        19   concerning  ES&S products.
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         1   up and talk sort of outside the context of the

         2   two DREs that you examined for purposes of this

         3   case.  And I want to ask you, if you had been

         4   assigned the role of drafting or promulgating

         5   minimum security standards, what is the first

         6   thing that you would have done as a computer

         7   security expert?

         8             A     Well, the first thing that I

         9   would have done is considered security standards

        10   from other industries and how they could be

        11   adapted to the voting system issue.

        12             Q     Such as . . . .

        13             A     So the most widely known is a

        14   standard referred to as the common criteria.

        15             Q     And could you explain to the

        16   Court what the common criteria are.

        17             A     So the common criteria descends

        18   from something that was originally published and

        19   used in the Department of Defense in the mid-'80s

        20   referred to as the Orange Book.  The modern

        21   version of the common criteria is well over a

        22   thousand pages long.  And I could -- you could

        23   guess analogize it to consumer reports, where

        24   they don't just give you a thumbs up or a thumbs

        25   down on a car, but they break it down into
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         1   electrical systems, handling, long-term wear, et

         2   cetera, and they give you, you know, not just a

         3   thumbs up or a thumbs down, but you get a red dot

         4   or a half circle or what have you.

         5             So the common criteria does that for

         6   computer systems.

         7             Q     And is the -- are the common

         8   criteria now applied outside of the military and

         9   national defense industries?

        10             A     Yes.  So the common criteria has

        11   been adopted in the commercial of security

        12   industry in a broad fashion.

        13             Q     And are there sections of the

        14   common criteria that would apply to electronic

        15   voting systems, in your opinion?

        16             A     Oh, certainly.

        17             Q     Would you look to any

        18   industry-specific security criteria that you were

        19   drafting rules for minimum security of electronic

        20   voting systems?

        21             A     Well, certainly, the thing that

        22   differentiates voting from most any other of

        23   application is the requirement for anonymity.

        24             Q     And tell me how that would play a

        25   roll.  For example, yesterday, an example was
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         1   given of an ATM.  How does voting system security

         2   differ from ATM security?

         3             A     So the big difference is ATMs are

         4   explicitly not anonymous.  The bank knows who you

         5   are, and they even take your picture when you use

         6   the machine.  And at the end of the day, both you

         7   and the bank can check your accounts to make sure

         8   you haven't lost any money.

         9             Q     And how is that unlike electronic

        10   voting systems?

        11             A     In electronic voting systems, if

        12   a voter was able to prove to a third party how

        13   they voted, that would allow for bribery and

        14   coercion, which is widely considered to be

        15   something that voting systems should be

        16   engineered to defeat.
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         2             A     Ah.  So the -- this is sometimes

         3   referred to as an end-to-end property.  Can you

         4   convince yourself that your vote was counted

         5   correctly.  None of the subject DREs have this

         6   property.

         7             Q     Because of the anonymity

         8   requirement, what implication does that have for

         9   the design of software security and hardware

        10   security for electronic voting systems?  In other

        11   words, which system, in your expert opinion,

        12   requires more security designed into the system?

        13             A     Right.  It is fundamentally more

        14   difficult to engineer a system where you're

        15   throwing away what would have been perfectly good

        16   audit data.  You need to get rid of the order in

        17   which the votes were cast.  You need to get rid

        18   of the binding between the voter and how they

        19   voted.  So you're getting rid of data that

        20   otherwise would have helped you figure out if you

        21   got the answer right, which means that there's a

        22   higher burden to engineer the voting system

        23   properly, because you can't fall back on anything

        24   if it fails.

        25             Q     Once minimum standards have been
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         1   set in this hypothetical, would one of the

         2   standards require documentation such has been

         3   required by the Secretary of State here?

         4             A     Documentation would be -- would

         5   certainly be a requirement.

         6             Q     And what would be done with the

         7   documentation?

         8             A     So the dock -- somebody would

         9   need to read the documentation with a critical

        10   eye toward its satisfaction of the requirements.

        11             Q     Was that done in Colorado?

        12             A     Apparently not.

        13             Q     When the documentation in the

        14   hypothetical had been reviewed by computer

        15   security expert or someone else qualified to

        16   substantively evaluate the documents, if

        17   something raised a concern, such as the concerns

        18   you just talked about with iVotronic and Hart,

        19   what would be the next step you would take?

        20             A     So once you've identified

        21   possible vulnerabilities in the voting system,

        22   then you have several choices.  You could choose

        23   to flat-out deny certification of a machine, you

        24   could choose to require the vendor to repair the

        25   machine, or you could derive an administrative
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         1   procedural process to mitigate against that

         2   threat.

         3             Q     I assume, Dr. Wallach, that

         4   because you didn't find any evidence that the

         5   Secretary's state's voting system's examiner

         6   reviewed these systems for substance there is

         7   also no evidence that the state of Colorado went

         8   back to the vendors and asked for explanations

         9   when there were red flags?

        10             A     That's correct.

        11             Q     Are there, in the computer

        12   security industry, in your profession, are there

        13   tests that can be used to test computer security?

        14             A     Yes.

        15             Q     And could you describe -- well,

        16   first of all, is there sort of a range of tests

        17   in terms of their sophistication?

        18             A     Right.  So there are --

        19             Q     Just --

        20             A     Yes.

        21             Q     -- start on the weak side of the

        22   spectrum, if you would, and then move up to the

        23   strong side.

        24             A     Okay.  So on the weak side, there

        25   are automated tools whose goal it is to find bugs
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         1   in software.  This is a growing industry.  Some

         2   of these tools were, in fact, used when the State

         3   of California of commissioned an independent

         4   examination.  Those examiners used several of

         5   these commercial tools to identify

         6   vulnerabilities in the Diebold system.

         7             Q     When you say "commercial tools,"

         8   what are you referring to exactly?

         9                   THE COURT:  Bugs, looks for bugs,

        10   right?

        11                   THE WITNESS:  Exactly.

        12             Q     (BY MR. WILLIAMS)  Is there any

        13   evidence in the record that the State of Colorado

        14   purchased or used such software tools?

        15             A     No, there is not.

        16             Q     Does the Wyle Labs reports that

        17   you've read state whether they've used such tools

        18   and describe what they were?

        19             A     The Wyle reports and the other

        20   ITA reports indicate no use of standard

        21   commercial tools like these.

        22             Q     Would that have been a concern to

        23   you?

        24             A     Absolutely.

        25             Q     On the weak side of the spectrum,
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         1   are there any other tests that are commonly run

         2   to test system security and robustness?

         3             A     Right.  So one common test is

         4   something that is referred to colloquially as

         5   fuzzing, where you attempt to generate bogus

         6   inputs to a system, just as many as possible, and

         7   see if you can get it to break.  This might also

         8   be called stress testing.

         9             Q     All right.  Dr. Jones discussed

        10   that yesterday, so I won't belabor the point.

        11   Did you find any evidence from the Secretary of

        12   State's office that the Secretary of State

        13   conducted fuzz testing?

        14             A     No.

        15             Q     Did you find any evidence that

        16   the federal ITAs conducted fuzz testing?

        17             A     No.

        18             Q     On the -- what I'll call more

        19   sophisticated side of the spectrum, what kind of

        20   tests or analysis would have to be performed to

        21   test for security robustness?

        22             A     So there is a process that's

        23   sometimes referred to as hypothesis testing,

        24   where one puts one selves in the role of an

        25   attacker and guesses, how might an attacker will
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         1   try to compromise the system.  Well, perhaps

         2   they'll try to attack through this Avenue.  And

         3   then you pursue that Avenue yourself to see

         4   whether there is a weakness in the system.

         5             Q     Have you ever performed such

         6   testing yourself?

         7             A     That's exactly what we did when

         8   we studied the Diebold system a couple years ago.

         9             (Compromise.)

        10             Q     I didn't ask you about that

        11   because I skipped through your qualifications.

        12   If you'd just take a second and tell the Judge

        13   what did you in that regard.

        14             A     So Diebold had accidentally left

        15   a version of its software on line, and we

        16   obtained a copy of that.  And based on that,

        17   myself and several of my coauthors were able to

        18   analyze the source code of the Diebold voting

        19   system and were able to identify a variety of

        20   vulnerabilities.

        21             Q     Was that a published research

        22   report?

        23             A     Yes.

        24             Q     Was it peer-reviewed?

        25             A     Yes.
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         1                   THE COURT:  Did that require you

         2   to have access to the source code.

         3                   THE WITNESS:  Without access to

         4   the source code, the analysis would have been

         5   much more difficult to perform.

         6                   THE COURT:  But not impossible, I

         7   guess is what you're saying.

         8                   THE WITNESS:  If I had access to

         9   a machine but not the source code, I could

        10   reverse engineering I could reverse engineer the

        11   source code from the machine.  It would be I

        12   painful, but it would be O doable.

        13                   THE COURT:  Okay.

        14                   THE WITNESS:  And it might be

        15   destructive to the machine.
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        16             A     So there's some evidence that

        17   Hart InterCivic hired a consulting firm called

        18   semantic At Stake.  There's no evidence that any

        19   of the others have hired consultants.

        20             Q     Does that concern you?

        21             A     Certainly, because there are

        22   experts out there who are more than -- who are

        23   perfectly competent and could do the work, and

        24   they simply haven't been engaged by the

        25   companies.
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         1             Q     And what is the point, when a

         2   software manufacturer requests that outside

         3   independent experts come in and evaluate the

         4   integrity of their software.  I mean, what are

         5   they trying to accomplish when they do that?

         6             A     Well, they would rather identify

         7   problems before their product goes into the

         8   field.

         9             Q     So they're trying to identify

        10   vulnerabilities and improve the product, in other

        11   words?

        12             A     Right.

        13             Q     And --

        14             A     They're trying to protect their

        15   customers.

        16             Q     Do you have any information or

        17   explanation as to why any of the three subject

        18   DRE manufacturers haven't done that?

        19             A     I have no explanation.
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         6             Q     Okay.  Have other states, in your

         7   experience, appointed computer security experts

         8   to serve as voting systems examiners?

         9             A     Yes, they have.

        10             Q     And can you give the Court a few

        11   examples of states that have done that.

        12             A     So Dr. Jones, who I understand

        13   testified here yesterday, is a computer security

        14   expert, and he was appointed by the State of Iowa

        15   to their election examiners.  The State of

        16   California has appointed Dave Wagner and mat

        17   Bishop, who are both computer security experts,

        18   to do a report for them.

        19             Other states, like Ohio and Maryland,

        20   have independently have hired of people for

        21   single-shot things, et cetera.

        22             Q     In each of the instances where

        23   you are aware that independent security analysts

        24   have been appointed to examine software integrity
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         1   DREs, what has been the result?

         2             A     Whenever an independent expert

         3   goes and takes a look, they find problems, every

         4   time.

         5             Q     Does that suggest to you there

         6   might be a problem in the federal certification

         7   process?

         8             A     Exactly.  If -- if these problems

         9   are able to exist despite the fact that

        10   certification has occurred, that implies that the

        11   certification cannot catch those problems.

        12             Q     Now, again, in our hypothetical,

        13   had you been appointed, for example, to serve as

        14   the computer security expert for the State of

        15   Colorado, once you had worked with the vendor to

        16   mitigate a vulnerability, would your process of

        17   ensuring system security stop there, or would you

        18   have to take additional measures?

        19             A     So security is not a one-shot

        20   deal.  You have to be cognizant of developments

        21   in the field, and if somebody discovers a problem

        22   somewhere else, you have to be prepared to change

        23   the rules on the fly.

        24             Q     In other words, you continue

        25   monitoring the situation on an ongoing basis?
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         1             A     Right.  It's -- you need to be

         2   aware, as your knowledge of how the systems work

         3   evolved, you might need to change your opinion.

         4             Q     Once you had decided to certify a

         5   system, you were satisfied that any

         6   vulnerabilities had been mitigated and so forth,

         7   what other step would you take before the device

         8   is allowed to be used in actual elections?

         9             A     So you would need to -- I said

        10   that either you could go to the vendor and make

        11   them repair problems, or you could come up with

        12   strategies to mitigate against those problems.

        13   Those strategies would need to be requirements

        14   set upon any county that purchased the equipment.

        15   If you're going to use it, you have to follow

        16   these will steps.

        17             Q     With the exception of the

        18   security seal prescribed by the Secretary of

        19   State for the Diebold TSx, are you aware of any

        20   conditions on use for the subject DREs that are

        21   tailored to vulnerabilities in specific systems?

        22             A     Are you referring to Colorado or

        23   elsewhere is this.

        24             Q     Yes, Colorado.

        25             A     In Colorado, I'm not aware of any
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         1   other mandates from the Secretary of State.

         2             Q     Are you aware of other states

         3   that have done that?

         4             A     Yes.

         5             Q     And could you give the Court an

         6   example where that was done.

         7             A     So, for example, the State of

         8   California has a long list of requirements that

         9   they require for anybody who might use a Diebold

        10   system.

        11             Q     And have they also issued such

        12   conditions on other subject DREs?

        13             A     Yes, they have.
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        22   . . . if you could turn

        23   to Section 615, please.  It's in Exhibit 1?

        24             A     Okay.  I'm there.

        25             Q     In subsection 2 all the way down                                                                   94

         1   at the bottom it reads, "The permanent paper

         2   record created by the electronic and

         3   electromechanical voting system shall be

         4   available as an official record for any recount

         5   conducted for any election in which the system is

         6   used"?

         7             A     Correct.

         8             Q     And another code section states

         9   that the permanent paper -- it must be a

        10   permanent paper record with a manual audit

        11   capacity; is that right.

        12             A     That's correct.

        13             Q     Now, in your opinion, are the

        14   real to real V-VPATs that Colorado certified and

        15   will be using this year's elections, do those

        16   meet statutory requirements?

        17             A     I believe they are not permanent.

        18             Q     And could you explain that.

        19             A     So these V-VPAT devices use

        20   thermal printers.  Thermal printers are --

        21                   THE COURT:  This is the issue

        22   that has to do with the temperature.  They just

        23   black out and you can't read them; is that

        24   correct.

        25                   THE WITNESS:  Yeah.  If you have                                                                   95

         1   after receipt from like if you bought gas and you

         2   leave it in your car.

         3                   THE COURT:  I understand the

         4   issue.  What kind of a temperature does it take

         5   to do that?

         6                   THE WITNESS:  So the print --

         7   I've actually done some research on the side.

         8   The print heads operate at about 150 degrees

         9   Fahrenheit which is not inconsistent with a hot

        10   car in the summer.

        21                   THE COURT:  Well, this isn't

        22   rocket science.  We're all pretty familiar with

        23   this through numerous receipts that we've

        24   received in our own lives at gas stations and so
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         1             In any event, so it's about 150

         2   degrees?

         3                   THE WITNESS:  Yes.  So I actually

         4   was -- I was using Google to search for any

         5   documents I could find on applicable standards.

         6   And the best I could find were from, all of all

         7   places, Australia, where they said that these

         8   documents were good for at most three months and

         9   they should be photocopied if they need to be

        10   kept permanently.

        11                   THE COURT:  Meaning there's a

        12   degradation with time, as opposed to temperature.

        13                   THE WITNESS:  Yeah, that time

        14   and/or temperature cause thermal paper records to

        15   fade.

        16             Q     (BY MR. WILLIAMS)  Dr. Wallach,

        17   so the subsection 2 of 615 that I just read to

        18   you actually designates the V-VPAT as an official

        19   record of the State?

        20             A     Right.

        21             Q     Okay.  Now, in your expert

        22   report, you also discussed another statute in

        23   Colorado that requires that any official records

        24   be permanent for archival purposes, correct?

        25             A     That's correct.
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         1             Q     So we have another problem

         2   outside of the terms of the specific Election

         3   Code in that these official election records

         4   don't meet that standard either?

         5             A     That's correct.

         6             Q     Okay.  Now, obviously, you've

         7   written some papers in which you advocated the

         8   use of V-VPATs.

         9             A     That's correct.

        10             Q     And I take it you've done so

        11   because it provides an additional measure of

        12   security with electronic voting?

        13             A     That's correct.

        14             Q     Could you tell the Court what

        15   would be required to have an effective V-VPAT

        16   system?

        17             A     So the concept of a

        18   voter-verifiable paper audit trail is meant to

        19   mitigate against risks of failure in the

        20   software, whether from tampering or simply from

        21   software bugs.

        22             The concern is that you want to have

        23   this record that's independent, completely

        24   outside of the software.  And by the voter having

        25   looked at it, then that means that you don't
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         1   really care whether the machine gets the right

         2   tally, because now you can do a recount from

         3   something that the voter directly saw.

         4             When this idea first came up -- it's

         5   sort of an, oh, obvious idea to most computer

         6   scientists -- nobody ever thought that it would

         7   be on a continuous paper role, 'cause a

         8   continuous with paper role plainly has the votes

         9   in the order that they were cast, and that

        10   creates immediate anonymity issues.

        11             Q     And --

        12             A     And, so, yeah, what could you do.

        13   You could, rather than printing it on thermal

        14   paper, you could print it --

        15                   THE COURT:  Tell me why that's

        16   the case.  I heard that earlier and it didn't

        17   make sense to me.  Simply because you can see the

        18   order that the votes were placed in -- well, I

        19   guess you also have a log of who voted and in

        20   what order, so you -- the problem is, you could

        21   compare the order on the role to the list of

        22   people who voted in order and match them up?  Is

        23   that the problem.

        24                   THE WITNESS:  Yeah, or you could

        25   be a poll watcher, so you might be physically
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         1   inside the poll and able to just remember the

         2   order in which people walked in.

         3                   THE COURT:  That's not very

         4   likely, but the idea that you could match it up

         5   to the written roles is probably more likely.

         6   Okay.

         7             Q     (BY MR. WILLIAMS)  Well, a little

         8   nuance here.  Dr. Wallach, do you understand that

         9   there are some counties in Colorado that have

        10   very small populations?

        11             A     Yes.

        12             Q     And some precincts, even in

        13   counties that have larger populations, have a

        14   very small population, correct?

        15             A     That's correct.

        16             Q     Now, for example, in the August

        17   8th, 2006 election, there may only be a dozen or

        18   a few dozen votes cast on a subject DRE, correct?

        19             A     That's certainly within reason.

        20             Q     Now, is it possible, in a

        21   sparsely populated county or sparsely populated

        22   precinct that a poll watcher could decipher the

        23   order of votes and associate the votes with the

        24   voter?

        25             A     That would be much easier.
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         1             Q     And did you review any documents

         2   from the Secretary of State's office that

         3   indicate that they acknowledge that this is a

         4   possibility?

         5             A     Yes.

         6             Q     And what was that?

         7             A     So the Secretary of State

         8   directed that -- I'm quoting from memory here --

         9   that if -- once one voter has used one of these

        10   machines, the poll worker must make sure at least

        11   three voters have used the machine in total as an

        12   anonymity measure.

        13             Q     Is that sufficient, in your view,

        14   to protect the secrecy of votes?

        15             A     No.
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        13             Q     Dr. Wallach, you briefly alluded

        14   to available other alternative technologies that

        15   would be available to construct a or design a

        16   better or improved V-VPAT system that in your

        17   view would meet the statutory requirements.

        18   Could you tell the Judge what some of those

        19   technologies are.

         3                   THE COURT:  Well, I suppose

         4   whether what they've done is adequate depends in

         5   part on his building of alternatives.  So for

         6   that purpose, I'll permit it.

         7                   MR. WILLIAMS:  Thank you, Your

         8   Honor.

         9             A     Sew one -- the simplest possible

        10   alternative would be to put a cutting device in

        11   the printer.  And, you know, the gas station

        12   receipt printer has a cutting device to give you

        13   your receipt.  So certainly these are in

        14   widespread commercial use.  That would solve the

        15   ordering issue, but it wouldn't solve the

        16   permanence issue.  Instead, you could go with a

        17   commercial Ink Jet or other printing technologies

        18   that produce records that would last more than a

        19   hundred years, which would more than satisfy the

        20   requirement, just printing on plain paper at this

        21   point and those are widely used commercially

        22   available technologies.

        23             Q     (BY MR. WILLIAMS)  Is there any

        24   HAVA-compliant device that produces a permanent
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         1             A     So it's -- it's worth pointing

         2   out that traditional hand-marked paper ballots

         3   satisfy this, 'cause that's Inc. on paper.  The

         4   Automark device, which we discussed earlier

         5   today, would also satisfy this requirement.

        10             Q     And let me just -- let me just

        11   get to one thing.  So it appears that what you're

        12   saying is that your view is that in order to be

        13   sufficiently protective of anonymity, that the

        14   system must guard against even potential criminal

        15   acts by election judges or other officials,

        16   correct?

        17             A     Let me give you a more nuanced

        18   answer to your question.

        19             Q     Okay.

        20             A     So as I mentioned earlier, when

        21   there is a vulnerability --

        22             Q     Mm-hmm.

        23             A     -- you can either address that

        24   vulnerability through a procedural mitigation --

        25             Q     Mm-hmm.
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         1             A     -- which is what this is getting

         2   at.  Or you can address that vulnerability

         3   through an improvement to the technology.  Then

         4   there is such an obvious and plain improvement to

         5   the technology that would clearly address the

         6   problem and would eliminate the need to have

         7   these procedural constraints that are difficult

         8   to enforce, the decision is obvious.

         9             Q     And isn't that -- and isn't that

        10   your analysis also with regard to the computer

        11   security issues, that realistically, you cannot

        12   trust the election officials who run these

        13   elections to ensure the security of the voting

        14   process throughout the state, if they use DREs?

        15             A     Let me state that in a better

        16   fashion.  You would rather not be required to.

        17   And to the extent that you can remove the need

        18   for procedural requirements because you have

        19   better technology, you have a more secure system.

        20   The fewer requirements that you demand, the more

        21   likely that they will be followed and the more

        22   likely that your system will actually work the

        23   way you want it to.

MONICA MARQUEZ, ASST. AG, EXAMINATION OF MIKE LYONS

         9             Q     (BY MS. MARQUEZ)  Where are you

        10   employed?

        11             A     For Douglas County, the clerk and

        12   recorder's office.

        13             Q     And what is your job there?

        14             A     Systems coordinator for the clerk

        15   and recorder.

        16             Q     What is your educational and

        17   experience background?

        18             A     I have a bachelor's of science in

        19   information systems from the University of red

        20   lands in California from the year 2000, and I've

        21   worked in the IT industry for a little over 12

        22   years in California at the University of

        23   California river side in the chancellor's office

        24   there for a number of years.  I worked for the

        25   past four years for Douglas County government,
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         1   the first three years of that in the IT

         2   department, and then just about a year ago went

         3   to work for the clerk and recorder's office.

         4             Q     Thank you.  So what are your

         5   duties in your current position?

         6             A     Currently working for the clerk

         7   and recorder's office, I oversee systems in the

         8   DMV office, the recording office, and the

         9   elections office.  My main focus over the past

        10   nine or ten months has been the elections system

        11   and implementing the Newhardt voting system in

        12   the elections office.

        13             Q     Thank you.  So I guess you are

        14   familiar with Douglas count I have's testing of

        15   the Hart DRE systems?

        16             A     Yes.

        17             Q     And are you also familiar with

        18   Douglas County's election security procedures?

        19             A     Yes.
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        10             Q     Thank you.  Mr. Lyons, I'm going

        11   to ask you some general questions first about the

        12   electronic voting equipment used in Douglas

        13   County.  You've mentioned that you used the Hart

        14   system.  Is this the Hart system that was

        15   certified by the State in 2006?

        16             A     That's correct.

        17             Q     Do you know how many counties in

        18   Colorado use the Hart system?

        19             A     I don't have an exact number.

        20   It's over 40. I want to say 42 or 44.  I'm not

        21   sure.

        22             Q     So with 64 counties in Colorado,

        23   are approximately two-thirds of Colorado

        24   counties?

        25             A     Correct.
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         1             Q     Use the Hart system?

         2             A     Correct.
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        14             Q     First of all, did Douglas County

        15   submit a security plan to the Secretary for the

        16   August primary?

        17             A     Yes.

        18             Q     Okay.  Looking at Exhibit N, does

        19   that appear to be that security plan that was

        20   submitted?

        21             A     Yes.
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        18             Q     Now, can someone on election day

        19   just walk up to an eSlate and insert malicious

        20   software through a memory card or something like

        21   that?

        22             A     The E slates don't have a memory

        23   card.  There's no place to insert anything in an

        24   eSlate.
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         1   the system are, like, contained in the judges

         2   booth controller?

         3             A     That's correct.

         4             Q     Okay.  So then how do you protect

         5   unauthorized access to the JBC on election day?

         6             A     The judges booth controller is

         7   manned at all times, and there's two judges.

         8   There's one judge in the role of our JBC judge,

         9   and then physically right next to them is another

        10   judge who is helping check in voters and so

        11   there's always two people at the JBC.
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        20             Q     Okay.  You were asked some

        21   questions, were you not, about Exhibit N.  Are

        22   you still at Exhibit N?

        23             A     Yes, sir.

        24             Q     This is your county security

        25   plan, right?                                                                  158

         1             A     Yes.

         2             Q     Three pages, looks like this?

         3             A     Correct.

         4             Q     Are you the one that drafted

         5   this?

         6             A     I had input into it, yes.

         7             Q     Did you give this to John

         8   Gardner?

         9             A     We submitted this to the

        10   Secretary of State's office.

. . .

        19             Q     Did you get some kind of seal of

        20   approval for your plan?  Do you have some kind of

        21   piece of paper somewhere that says, You are

        22   hereby, Douglas County, have a good security

        23   plan?

        24             A     No.

         8             Q     (BY MR. EFAW)  How did you know

         9   what sort of substantive content --

        10             A     Yeah.

        11             Q     -- to include in a security plan

        12   for Douglas County?

        13             A     In this security plan we're

        14   following the guidelines as set out in -- from

        15   the Secretary of State based on what they -- what

        16   they are looking for.

        17             Q     And is it your understanding that

        18   that rule is contained in the election rules,

        19   43.7?
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        20             Q     Okay.  You were asked some

        21   questions, were you not, about Exhibit N.  Are

        22   you still at Exhibit N?

        23             A     Yes, sir.

        24             Q     This is your county security

        25   plan, right?
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         1             A     Yes.

         2             Q     Three pages, looks like this?

         3             A     Correct.

         4             Q     Are you the one that drafted

         5   this?

         6             A     I had input into it, yes.

         7             Q     Did you give this to John

         8   Gardner?

         9             A     We submitted this to the

        10   Secretary of State's office.

        11             Q     Who in the Secretary of State; do

        12   you know?

        13             A     Well, I thought it was Wayne

        14   Munster, but as I see this, it says John Gardner

        15   on the exhibit.

        16             Q     So you don't know who it went to?

        17             A     That's correct, I didn't submit

        18   it.

        19             Q     Did you get some kind of seal of

        20   approval for your plan?  Do you have some kind of

        21   piece of paper somewhere that says, You are

        22   hereby, Douglas County, have a good security

        23   plan?

        24             A     No.

        25             Q     How did you know what went into
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         1   this plan?

         2             A     How did I know what went into it?

         3                   THE COURT:  You mean what it says

         4   on it.

         5                   MR. EFAW:  Poorly framed

         6   question, Your Honor.  Let me rephrase it to make

         7   it more clear.

         8             Q     (BY MR. EFAW)  How did you know

         9   what sort of substantive content --

        10             A     Yeah.

        11             Q     -- to include in a security plan

        12   for Douglas County?

        13             A     In this security plan we're

        14   following the guidelines as set out in -- from

        15   the Secretary of State based on what they -- what

        16   they are looking for.

        17             Q     And is it your understanding that

        18   that rule is contained in the election rules,

        19   43.7?
         3             Q     And could you go down to

         4   equipment maintenance, you say there's a

         5   maintenance log that is maintained for each

         6   device using servo software by Hart InterCivic

         7   and maintained by Election Technician.  So you

         8   sent out a Hart InterCivic for maintenance --

         9             A     Okay.

        10             Q     -- and it comes back.  You

        11   understand that, right?

        12             A     Sure.

        13             Q     What do you do to make sure that

        14   somebody hasn't inserted some sort of malicious

        15   software on it at that point?

        16             A     Well when we take it back in, we

        17   just verify that the firmware is the same

        18   firmware that we sent it out with.

        19             Q     So you don't do security testing

        20   on it, right?

        21             A     No.

        22             Q     Just sort of trust the trust?

        23             A     Correct.

        24             Q     Look at, if you would, with me,
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         1   security training will be conducted after July

         2   10, 2006, where judges are trained on the process

         3   and procedures by election staff."  Well, it's

         4   after July 10th, 2006 now.  Has this occurred

         5   already?

         6             A     Yes.  This is for -- for the

         7   primary, and we had our judges training and went

         8   through all the components of training as I

         9   described earlier.

        10             Q     But 43.7.1 requires security

        11   training for election judges.  This is the plan

        12   that you submitted to the State of Colorado, and

        13   all you said is that it will occur.  What's the

        14   standard for this training?  Did you submit a

        15   plan?

        16             A     Not a detailed security plan.

        17             Q     So you described a number of

        18   things to the Court today about, Oh, we're going

        19   to do -- we're going to do this, we're going to

        20   do this, we're going to do this?

        21             A     Sure.

        22             Q     To train judges.  But it's not

        23   written down anyplace, at least not in the

        24   security plan at least?
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         1   security plan.  It certainly is written down in

         2   the manuals.

         3             Q     Is that something you gave to

         4   John Gardner?

         5             A     No.
. . .

        25             Q     Did I understand that this
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         1   facility doesn't even have a log for who goes in

         2   and who goes out?  That's what you told

         3   Ms. Marquez, right?

         4             A     The warehouse does  not, our

         5   current warehouse.

. . .

        19             Q     You said that these things, the

        20   way that we get this system from the warehouse to

        21   these different places throughout the county is

        22   we stick them in a mover's truck and the movers

        23   move them and then we meet them.  Who rides with

        24   the movers?  Do you have election judges ride in
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         1   someone in the back there?

         2             A     No, we don't put people in the

         3   back of the truck.

         4             Q     Do you do a background check on

         5   the guys driving the truck?

         6             A     No, we do not.

         7             Q     Couldn't you use that same sort

         8   of plan to move paper ballots from place to

         9   place?  You're like, gee, I don't know how we're

        10   going to get the paper ballots from Point A to

        11   Point B.  You could put them in the back of a

        12   moving truck, aren't you?

        13             A     The eSlates aren't the equivalent

        14   of a paper ballot.

        15             Q     I didn't say they were.  I asked

        16   you a different question, and that; could you not

        17   put paper ballots in the back of a moving truck

        18   and move them from place to place?

        19             A     I don't know if you could or

        20   couldn't, if there's a rule around that or not.

        21   We certainly probably wouldn't do that.  We'd

        22   assign those ballots to a judge and have them be

        23   responsible for T but I don't know what we would

        24   do.
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         2             Q     Are there surveillance cameras

         3   posted somewhere on the perimeter?

         4             A     Not at the warehouse facility.

         5             Q     Not at the warehouse.  Okay.

MARQUEZ EXAMINATION OF RUDY SANTOS
        19             Q     Where are you employed?

        20             A     Weld County clerk and recorder's

        21   office, specifically, in the elections office.

        22             Q     And what's your job title?

        23             A     Election manager.

        24             Q     Okay.  Please tell us about your

        25   training and experience for this job.

                                                                  168

         1             A     Training and experience of the

         2   job, just kind of on-the-job training.  Have

         3   training by the vendor on how to, I guess, use

         4   the tabulation software, and I use the hardware

         5   also that's provided by the vendor.

         6             Q     How long have you been in this

         7   current position?

         8             A     Three years.  Two and a half

         9   years, actually.

        10             Q     And what are your duties in your

        11   position?

        12             A     Coordinate all the elections for

        13   the county, as far as absentee voting goes, early

        14   voting, election day voting, voter registration,

        15   also responsible for that.
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         4             A     We use the Diebold system.

         5             Q     And what specifically -- what

         6   specific Diebold equipment does Weld County use?

         7             A     Oh, we use a GEMS tab lay tore,

         8   state-certified version.  We use the Diebold TSx

         9   the touch screen and to count absentees and

        10   provisional, we use the Diebold OS and all those

        11   versions are certified by the Secretary of State.

        12             Q     And Diebold OS, that's an optical

        13   scan machine?

        14             A     That is correct.

         9             Q     So with the exception of the

        10   absentee ballots, which I assume have to run

        11   through the optical scan, is Weld County

        12   basically 100 percent relying on the DREs?

        13             A     Yes, that's correct.  And

        14   absentee and provisional are run through the

        15   optical scanner.
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         1             Q     Did your office also perform

         2   logic and accuracy testing?

         3             A     Yes.

         4             Q     And I'm also going to ask you

         5   quickly about the public testing that you did.  I

         6   assume that you did a public logic and accuracy

         7   testing before the election?

         8             A     Yes.

         9             Q     And who's involved in that

        10   process?

        11             A     Myself, representative from each

        12   major political party, and we did put a notice

        13   out there for the public.

         3             Q     I'd like you it to turn to some

         4   questions about the Weld County security plan and

         5   procedures.  In your notebook, could you please

         6   turn to Exhibit P.

         7             A     Okay.

         8             Q     First of all, did Weld County

         9   submit security plan to the secretary for the

        10   August primary?

        11             A     Correct.

        12             Q     Okay.  And do you recognize

        13   Exhibit P as that plan?

        14             A     Yes.

        15             Q     Who wrote that plan?

        16             A     A former staff member of ours,

        17   but myself and the elected official did have a

        18   chance to look at it.

        19             Q     And does that plan capture in

        20   writing every single security measure that Weld

        21   County takes, or is it possible there are

        22   additional security measures not reflect the in

        23   that plan that you actually take?

        24             A     It does comply with 43.7, except

        25   for the aspect of us not providing security
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         1   procedures to our election judges.

         2             Q     What security procedures -- I

         3   mean, what security training do you provide to

         4   your election workers?

         5             A     We tell them to first, actually,

         6   look at the machines in the morning, verify that

         7   the seals are on the machine on the left-hand

         8   side of the machine, which contains both the

         9   memory card base.  Tell them to inspect the seal

        10   at the top of the machine on the tablet, and also

        11   verify the seal -- the serial numbers on the seal

        12   against the seal log that we have.

        13             Q     And are the poll workers trained

        14   to watch for suspicious activity?

        15             A     Definitely.  Our poll watchers --

        16   our poll workers are sergeant at arms, and we

        17   teach them to look for suspicious activity, like,

        18   for example, if they actually walk behind a

        19   machine, you know, teach them to look for that.

        20   If they close a door to a voting machine, teach

        21   them to look out for that.  And if they do

        22   suspicious activities like this, we tell them to

        23   contact the elections office.  And if it's a

        24   severe case, we have them call law enforcement.

        25             Q     In Weld County, how is your

                                                                  179

         1   election equipment stored, when -- not during the

         2   election, but in off season, so to speak?

         3             A     We just recently moved into a new

         4   elections office located within the elections

         5   office is a warehouse where we store our

         6   elections equipment.  You know, we have proximity

         7   card access, climate-controlled, surveillance

         8   cameras watching the machine at all times.

         9             Q     And who has access to that area?

        10             A     Only certified election

        11   personnel.

        12             Q     Okay.  And do you restrict access

        13   to who has access cards?

        14             A     Yeah, access cards.

        15             Q     Are there logs that track

        16   activity coming in and out of that area?

        17             A     Yes, the elected officials, they

        18   will obtain that information.

        19             Q     Does the public have access to

        20   that area?

        21             A     No.

        15             A     The seals would be broken.  We

        16   don't allow electronic devices at our vote

        17   centers.  You know, I've heard rumors that you

        18   can actually maybe put a blackberry up to it, you

        19   know, and be able to manipulate the results, you

        20   know, so we don't allow electronic devices.

        21             I guess -- and we also have our

        22   election judges, you know, watching out for

        23   malicious activity.  'Cause in order to access

        24   those memory card bays, you actually have to

        25   close the door to the left-hand side of the
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         1   machine.  So if they see that, then they're

         2   instructed to step in immediately.

        20             Q     I'd like you to ask you just a

        21   couple questions about the August 2006 primary.

        22   How did that election go, from your perspective?

        23             A     My opinion, it's the best

        24   election I've ever been part of.

        25             Q     Why is that?
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         1             A     'Cause everything went so

         2   smoothly.

         3             Q     Did you run into any glitches

         4   with the electronic voting equipment?

         5             A     In the morning, you know, had a

         6   couple printer problems, but nothing that

         7   affected tabulation of votes or anything.  You

         8   know, we got in a resolved first thing.

         9             Q     Okay.  So how did you resolve the

        10   printer problems?  What was the nature of that?

        11             A     Our workers didn't install the

        12   printers right so what we had to do was break the

        13   seals, rethread the paper back into the canister,

        14   apply new seals, and they were ready to go.

        15             Q     Is it fair to say that those

        16   printer problems were a result of human error?

        17             A     Definitely.

        18             Q     And not the machine

        19   malfunctioning?

        20             A     No.

        21             Q     Any DRE malfunction during the

        22   August primary that called into doubt the

        23   accuracy of the vote count?

        24             A     No.

        25             Q     And finally, plaintiffs have
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         1   asked the court to decertify all four of these

         2   systems and my question to you is how would that

         3   affect Weld County for the November election?

         4             A     In my opinion, that would be an

         5   absolute disaster.  Going all DRE, we've already

         6   done our ballot order, so we've only ordered

         7   enough paper ballot for absentee and provisional,

         8   so we don't even have enough ballots in our vote

         9   centers for all the registered voters located

        10   throughout the county.  Probably have to order

        11   120,000 additional ballots, which would put a

        12   very big strain on the went printer, not to

        13   mention, we would actually have to test all our

        14   machines again because we do have all our old

        15   optical scan machines.  We'd have to test those.

        16   We didn't test those prior to the start of the

        17   primary and general.  That would take three or

        18   four days.  Some of them would probably be in

        19   need of repair, so we'd have to send those back.

        20             Q     Thank -- go ahead.

        21             A     And also the training of the

        22   election judges, we write new manuals.  You know,

        23   that would be big.

CROSS EXAMINATION OF RUDY SANTOS BY ANDY EFAW

         5             Q     You said it put a strain on your

         6   printer to be able to print out some extra

         7   ballots?

         8             A     Mm-hmm.

         9             Q     You'd make a profit, wouldn't

        10   you?

        11             A     Probably would.  I think you

        12   could make it happen for the dollar amount, you

        13   know, but, you know, it would be very difficult

        14   for them, you know, 'cause they print --

        15             Q     What is your printer?

        16             A     My printer is Sequoia, and they

        17   print ballots for jurisdictions located through

        18   the county -- or the country.

        19             Q     Sequoia, the maker of the DRE, is

        20   the actual printer of your ballot?

        21             A     Correct.

        22             Q     You don't think that this big,

        23   multi-national corporation might be able to put

        24   out 150,000 more ballots?
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         1   I'm sure they've already planned, you know.

         2             Q     Well, Mr. Santos, you testified

         3   it would be a strain.  How do you know it's going

         4   to be a strain.  Did you call somebody up on the

         5   telephone and ask them?

         6             A     No.

         7             Q     Mr. Santos, you said that

         8   bringing electronic-type things like PDAs or cell

         9   phones into --

        10             A     Laptops also.

        11             Q     -- could be a problem?

        12             A     I don't think it could be a

        13   problem, but we don't allow it.

        14             Q     How do you -- well, let me ask

        15   you a question.  Do I have a PDA on me right now?

        16             A     You could have it.

        17             Q     How -- if I were coming into your

        18   polling place, how would you know?  Are you going

        19   to search me?

        20             A     Nope.

        21             Q     Do you have some sort of wand

        22   that you put over people?

        23             A     No.

        24             Q     So you don't know whether people

        25   have PDA's or not when they walk into your
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         1   polling place, do you?

         2             A     No, sir, but they're not allowed

         3   to have them in plain view.
8             Q     And what happened to the

         9   plaintiff's notebook?  Is it over here?  Could

        10   you please open that notebook to Exhibit 105.

        11   Just let me know when you're there.

        12             A     Okay.

        13             Q     Have you seen this exhibit

        14   before?

        15             A     No, sir.

        16             Q     You know who Steve more Reno is,

        17   though, right?

        18             A     Definitely.

        19             Q     Did he used to work for you?

        20             A     He doesn't work for me.  I worked

        21   work for him.

        22             Q     You worked for him?

        23             A     I still worked for him.

        24             Q     Oh, you still do?

        25             A     He is the elected official.

         1   Yeah, that's correct.

         2             Q     Well, there's an affidavit that's

         3   part of Exhibit 105 and it purports to say that

         4   Exhibit A is the County's checklist according to

         5   47 -- according to Colorado's election rules.  We

         6   seem to have sort of dueling election plans here

         7   or security plans for the County, right?

         8             A     Sure.

         9             Q     Do you know which one is the real

        10   one?

        11             A     I guess the contingency plan that

        12   we submitted to the Secretary of State would be

        13   the right one.

        14             Q     Are you aware that both of these

        15   were provided to the plaintiffs in this

        16   litigation?

        17             A     No, sir.

        18             Q     And this is the one, Exhibit P,

        19   that you think is the real one?

        20             A     Yes.

        21             Q     Who told you that?

        22             A     'Cause I submitted that one

        23   personally.

        24             Q     Who did you submit it to?

        25             A     Wayne Munster, Secretary of
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         1   State.

         2             Q     And did he evaluate it?

         3             A     I'm not sure.

         4             Q     Did he send you a letter, give

         5   you a telephone call, and say, Hey, this is good

         6   to go?

         7             A     No, sir.

         8             Q     So you don't know whether it

         9   meets the standard or not, do you?

        10             A     No.

        11             Q     Well, let's talk about it a

        12   minute.  Rule 43.7.1 i talks about internal

        13   controls for access; is that right?

        14             A     I believe so.  I'm not looking at

        15   the rule.

        16             Q     All right.  Well, let's take a

        17   look at your exhibit.  And I've got a question

        18   for you.  As you look at your Exhibit P, is it

        19   like my Exhibit P, it's one, two, three -- four

        20   pages?

        21             A     You mean Exhibit 105 that you

        22   have here?

        23             Q     No, I mean Exhibit P.

        24             A     Correct.

        25             Q     And could you just look real
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         1   quickly and see if any of these pages are

         2   duplicates.  In fact, two of them are, right?

         3   It's the same plan twice?

         4             A     Yeah.  What I did was I believe I

         5   faxed it over and also sent a hard copy over.

         6             Q     So basically, we can take half of

         7   it.  We've got two pages we've got a plan, right,

         8   Weld County plan, two pages?

         9             A     Definitely.

        10             Q     And you have addressed what seems

        11   to be tracking with the rule different

        12   categories, and one of them is Internal Controls.

        13   Do you see the area where you talk about internal

        14   controls for access?

        15             A     Okay.

        16             Q     And your internal control for

        17   access is "every employee needing access to the

        18   voting system will have a password," right?

        19             A     Yes.

        20             Q     What's the standard there

        21   exactly?  Let's say I'm a Weld County employee,

        22   and I -- well, I need access.  Do I get a

        23   password?

        24             A     The standard there is access into

        25   the tabulation system.
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         1             Q     But let's say I'm a Weld County

         2   employee and I say I need access.  Do I get a

         3   password?

         4             A     No, sir.

         5             Q     So what's the standard?  How do

         6   you know who gets a password and who doesn't?

         7             A     Yeah, specifically there, that

         8   would be just people that are actually involved

         9   with the tabulation there.

        10             Q     It's not written in here

        11   anywhere, is it?

        12             A     No, sir.

        13             Q     And you write for equipment

        14   maintenance, when the equipment goes to the

        15   vendor for maintenance and it comes back, I

        16   believe the quote is "the equipment is checked."

        17   Who checks the equipment?

        18             A     Myself or staff.

        19             Q     And how do you check it?

        20             A     Basically, the procedures are

        21   that -- the acceptance testing procedures that we

        22   used when we got brand-new equipment.

        13             A     The actual voting equipment has

        14   legs, and we have to make sure that actually the

        15   voting tablet actually stands up on its legs.

        16             Q     Was that an issue?

        17             A     There was a couple issues there.

        18             Q     You had a problem with a machine

        19   actually standing up.  Now, Mr. Santos, you

        20   talked about public testing.  Public testing's

        21   actually a misnomer, isn't it?  It's not a test.

        22   It's a demonstration, right?

        23             A     It's a test.

        24             Q     It is a test?

        25             A     Yes, sir.
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         1             Q     And I, as a member of the public,

         2   get to come and test?

         3             A     You get to watch.

         4             Q     Like behind a rope somewhere,

         5   right?

         6             A     Definitely.

         7             Q     While you demonstrate the

         8   machine, right?

         9             A     (Deponent nodded.)

        10             Q     It's not a test.  It's a

        11   demonstration for the public, right?

        12             A     Yes.

        22             Q     So your testimony today is that

        23   it's your understanding that the Princeton study

        24   in Hursti 2 is it has no implication for you up

        25   there in Weld County?
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         1             A     I've never actually seen a report

         2   where they actually did hack our TSx unit.

         3             Q     Mr. Santos, my question was a

         4   little bit different, and it was, so your

         5   testimony here today is as far as you know,

         6   Hursti 2 and the Princeton study that was just

         7   released has no implication on the machines that

         8   you are using Weld County?

         9             A     I'm not familiar with Hursti 2,

        10   but the Princeton, we're not using that voting

        11   machine.

        12             Q     Mr. Santos, my question was

        13   actually a little different.  It was, is your

        14   testimony today that the Princeton study in

        15   Hursti 2 has no implication on the Diebold

        16   machines that you are using in Weld County?  It's

        17   a yes or no question.

        18             A     No, sir.

        19             Q     Now, you said there was some

        20   problems doing counts before in the past with the

        21   Diebold.  You just attributed those to human

        22   error; is that right?

        23             A     That's correct.

        24             Q     On what basis?

        25             A     Because our hand count was wrong
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         1   from the machine count.  It differed.

         2             Q     Oh. so if the machine count and

         3   the hand count's different, the machine must be

         4   right; is that right?

         5             A     Usually, most of the time.

         6             Q     Wow.

         7                   MR. EFAW:  I don't think I have

         8   any further questions.
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